
Diagnostic Model Processor: Using Deep 
Knowledge for Process Fault Diagnosis 

Many recent attempts to use expert systems for process fault 
diagnosis have included information derived from deep knowledge. This 
information is generally implemented as a rule-based expert system. 
Drawbacks of this architecture are a lack of generality, poor handling of 
novel situations, and a lack of transparency. An algorithm called the 
diagnostic model processor is introduced; it uses the satisfaction of 
model equations from process plants to arrive at the most likely fault 
condition. The method is generalized by the process model and 
diagnostic methodology being separated. The architecture addresses 
each of the shortcomings discussed. Experiments show that the 
methodology is capable of correctly identifying fault situations. Further- 
more, information is derived from an a priori analysis technique, which is 
used to show the degree to which different faults can be discriminated 
based on the model equations available. The results of this analysis add 
further insight into the diagnoses provided by the diagnostic model 
processor. 
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Introduction 

The ability of computers to rapidly correlate large amounts of 
data makes them well suited to the task of chemical process fault 
detection and diagnosis. However, their use in this area has been 
extremely modest. Fault detection is still primarily done by 
plant operators who watch for range violations of either mea- 
sured or estimated quantities. Diagnosis of the fault is also left to 
the operators. who rely almost exclusively on their experience 
with the process under similar situations. Process models are 
consulted only to diagnose more complex problems. The use of 
computers for detection and diagnosis is warranted by the 
increasing complexity of modern chemical plants. Safety issues 
that requirc fault situations to be diagnosed quickly and reliably 
make it difficult to depend solely on human operators. 

In recent years, numerous attempts have been made to apply 
knowledge-based expert systems to the tasks of process fault 
detection and diagnosis. The various efforts have included many 
types of knowledge. Since the terminology is used somewhat 
differently by various investigators, the definitions that will be 
used for the types of knowledge are as follows: 

Correspondence concerning thin paper should be addressed to P. S. Dhurjati. 

Shallow knowledge: direct relation between symptoms and 

Deep knowledge: a process model in a mathematical form 
Compiled knowledge: rules formed from information derived 

Rule-based knowledge: rules derived from shallow and com- 

causes without the use of system model 

from deep knowledge 

piled knowledge 

In general, expert systems for diagnosis have used rule-based 
knowledge. Process fault diagnosis systems that use rule-based 
knowledge have been proposed by Chester et al. (1 984), Kramer 
and Palowitch (1985) ,  and Ramesh et al. (1988). The main 
problems with these types of systems is that they often prove 
difficult to maintain and validate, they contain a great deal of 
process-specific knowledge, and they are likely to fail under 
unanticipated circumstances (Venkatasubramanian and Dhur- 
jati, 1987). Unlike diagnostic expert systems for other applica- 
tions-for example MYCIN, which is used for medical diagno- 
sis (Shortliffe, 1976)-systems for chemical process domains 
require the ability to accommodate a new or changing process; 
in other words, rule bases need to be modified frequently and 
rapidly. As rules are generally written manually, this is not 
possible. One solution would be to generate the rules automati- 
cally; however, if the rules contain both deep and shallow 
knowledge, automatic rule formulation would be difficult. 
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The availability of models for chemical processes allows for a 
more complete representation of the process. Including deep 
knowledge can help identify fault situations for which there may 
be no shallow information or contradictory diagnoses. Various 
attempts to include deep knowledge in a process diagnostic 
expert system have been made by Dhurjati et al. (1987), 
Kramer (1987a), and Rich and Venkatasubramanian (1987). 

Dhurjati’s approach in FALCON uses information about 
failed model equations in production rules. This system is 
discussed in more detail in the next section; however, since the 
deep knowledge is compiled and interspersed with shallow 
knowledge, it suffers from the drawbacks already discussed. 
Additionally, the information is put together in an ad hoc 
fashion to form rules, and the results from the equations are 
strictly Boolean. 

Kramer (1987b) suggests a general diagnostic framework 
(GDF) that combines causal relationships with mathematical 
models to represent the deep knowledge of a process. This 
framework is a generalized representation of all model-based 
strategies, including the methodology presented here. The 
subset of the GDF that is based on the satisfaction of model 
equations is the method of governing equations (Kramer, 
1987a). This method is more functional than the method of rule 
formulation used in FALCON because the model equations are 
systematically considered to form rules based on their depen- 
dence on possible fault situations. The knowledge base construc- 
tion is more straightforward and mathematically justified; the 
rule base uses non-Boolean reasoning to preserve more of the 
information from the model equations. The rule base, although 
derived from deep knowledge, is still compiled and therefore 
lacks generality. The diagnosis is also limited to single-cause 
situations. Kramer’s rule formulation methodology is further 
compared to our approach in a later section. 

Venkatasubramanian and Rich (1988; Rich and Venkatasu- 
bramanian, 1989) have developed the MODEX environment in 
which a two-tier object-oriented framework is used to incorpo- 
rate deep knowledge reasoning and shallow knowledge reason- 
ing. The deep knowledge tier uses process model equations and 
confluences for each subsystem to diagnoses faults in process 
equipment (Rich and Venkatasubramanian, 1987). However, 
this method cannot be used for detection and requires extensive 
sensor information, which the plant may not be outfitted to 
provide. Additionally, the method may require operator interac- 
tion and therefore may not be appropriate when a fast diagnosis 
is necessary; however, the technique seems particularly suited to 
the investigation of process degradation. 

Many researchers in the area of expert systems for process 
fault diagnosis have come to the conclusion that some combina- 
tion of deep and rule-based knowledge must be used to compro- 
mise between processing efficiency and diagnostic performance. 
Rule-based reasoning alone leads to the shortcomings discussed 
above with rule-based systems. However, the use of deep 
knowledge alone is considered to be too inefficient and time 
consuming for real-time applications (Venkatasubramanian and 
Rich, 1988). The common approach is therefore to use rules to 
reach conclusions first, then follow with deep knowledge reason- 
ing to test the hypothesis or to use deep knowledge when the rule 
base comes up short. The role of compiled knowledge however 
must be carefully justified. Humans use it because that type of 
pattern matching is far more natural and easily accomplished 
than the mathematical manipulations of deep knowledge. The 

compiled rules consist of information that is obtainable from the 
model and just put into a form that is more comprehensible to a 
human but less representative of the process. Number crunching 
is time consuming, nonintuitive, and hence a method of last 
resort. This is not the case for computers, and the need for 
compiled knowledge may no longer exist. The inclusion of rules 
however can be justified to quickly handle “easy” problems, to 
handle information that is not representable in a model (shallow 
knowledge), and to help hypothesize or discriminate between 
possible faults to augment a deep knowledge based approach. 
This paper is primarily concerned with the handling of deep 
knowledge. The possible uses of rule-based knowledge are 
mentioned to demonstrate the points that have been discussed. 

The paper starts with a discussion of the problems encoun- 
tered with a rule-based system, the FALCON project. It then 
presents a detailed discussion of an approach to deep knowledge 
based fault diagnosis that offers numerous advantages over 
other existing systems. The method, called the diagnostic model 
processor, uses an algorithm to examine process model equations 
to arrive a t  the most likely fault situations. This strategy has the 
implication of being completely general in that is is independent 
of the process aside from the equations contained in the model. 
It also eliminates the rule base, making the representation of the 
process significantly more comprehensible and thus easier to 
build and maintain. Additional features discussed include non- 
Boolean techniques to make maximum use of the available 
information by avoiding Boolean round-off. Non-Boolean reason- 
ing also avoids diagnostic instability problems and allows partial 
failures and degradations to be monitored. Additionally, the 
sensitivities of the model equations to parameter deviations are 
used to properly weight evidence in evaluating possible faults. 
The possibility of multiple fault situations is allowed by the 
method. Finally, the reasoning approach lends itself readily to 
the issues of transparency and graceful degradation. 

FALCON 
In 1984, the University of Delaware in cooperation with the 

DuPont company and the Foxboro company began a project to 
determine the feasibility of using expert system technology for 
process fault analysis. The FALCON project (Fault AnaLysis 
CONsultant) is a rule-based expert system designed to perform 
fault diagnosis on a commercial-scale processing plant. 
FALCON uses approximately 750 production rules based on 
both deep and shallow knowledge. Many of the details of the 
project can be found in Dhurjati et al. (1987); the system did 
operate on-line at  the production facility for a few months. This 
discussion concentrates on the target process and the problems 
that were revealed as the project developed. 

Target process 
The process is a section of an adipic acid plant as shown in 

Figure 1 (simplified). It centers around the reaction within the 
LTC (low-temperature converter). There are two liquid streams, 
feedl and feed2, and one gas stream, feed3, entering the process. 
There is also a gas stream, gas, and a liquid product stream, 
prod, leaving the process. Reaction and heat removal take place 
in the LTC. Gas-liquid separation is carried out in the separator, 
Sep. The three input flows, feedl, feed2, and feed3, have flow 
controllers associated with them. The level in the separator is 
automatically controlled by manipulating the flow of the prod- 
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Figure 1. FALCON target process, simplified. 

uct stream, prod. The LTC exit temperature is also controlled 
using a cascade controller on the cooling water flow. 

The information that is made available to FALCON includes 
all sensor readings, controller set points, and controller outputs. 
All data are fed directly to FALCON so that operators are not 
required to enter the information manually and fast diagnoses 
are possible. Model equations used for deep reasoning include 
mass, energy, and gas balances; valve curves, which relate 
controller outputs to flow rates; control laws used in the PI 
controllers; and heat transfer coefficient and conversion factor 
correlations. Additionally, trend information is used for the 
shallow knowledge based reasoning. 

A minimum fault set was specified as a precondition of 
successful operation. These faults include sensor, valve, control- 
ler, and pump failures as well as fouling of heat transfer 
surfaces. Faults such as piping leaks and changes in feed stream 
concentrations, which are known to occur very infrequently, 
were not included; other faults, such as loss of feed stream 
pressure, were not included explicitly but were lumped with 
faults such as feed stream valves (Dhurjati et al., 1987). 

Problems associated with rule-based systems 
FALCON is capable of diagnosing all the faults in the 

minimum fault set and many that were not specified (Dhurjati 
et al., 1987). However, the degree to which the FALCON 
project succeeded is not a t  issue in this treatment. The issue to be 
addressed here is associated with the shortcomings that are 
based in the structure of FALCON, namely that of a rule-based 
expert system. Many of the issues to be covered are discussed in 
Venkatasubramanian and Dhurjati (1987). 

The primary problems with FALCON and other rule-based 
expert systems of this kind are caused by the complex and subtle 
interactions of the production rules. The process model is buried 
in the knowledge base in such a manner that it is impossible to 
accommodate a new or changing process without repeating an 
exhaustive verification procedure. This rule structure makes 

FALCON completely process specific and useless for a new or 
modified process. 

An example of a FALCON rule is as follows: 

I F  mass balance is high 
AND: 

NOT: 

THEN: 

feed2 valve curve is high; calculated value agrees with 
valve curve. 
feedl flow sensor is high; level sensor is stuck; prod 
flow sensor is low; expecting “strange behavior.” 
feed2 flow sensor is high. 

In each rule many parts of the process must be considered along 
with shallow knowledge variables. In a system that contains 
hundreds of rules, it becomes obvious that slight changes in the 
process would require major changes of the knowledge base. The 
fact that much of the knowledge base would need to be altered 
gives rise to serious concerns about the validity of the knowledge 
base should process changes occur. Extensive testing and evalu- 
ation of the system’s diagnostic ability must be done again to 
ensure that the analyzer is still competent. 

Further problems associated with FALCON involve the 
handling of novel situations and graceful degradation. Should 
the FALCON system encounter a process condition that was not 
foreseen by the system developers, either an incorrect diagnosis 
or no diagnosis would result. Since it was specified that no 
analysis be reported until it was verified, the latter would be 
more likely. However, an incorrect diagnosis could still be given, 
should the partial evidence of a novel fault fit the pattern of 
evidence of an anticipated fault. 

The problems just described have inspired a more algorithmic 
approach to the processing of deep knowledge. The following 
sections describe a methodology that attempts to provide an 
answer for all the shortcomings found in a rule-based system. 
The goal is to maximize the information that can be used from a 
given set of well-formulated model equations. 

Diagnostic Model Processor 
In an attempt to rectify some of the problems discussed, a 

more generalized approach to fault analysis has been under- 
taken. To separate all process-specific model knowledge from 
the task-specific diagnostic methodology, the knowledge base is 
built from the process model in a mathematical form and not as 
rules. This is accomplished by moving the task-specific informa- 
tion into the part of the system that in a traditional expert 
system would be the inference engine. The process model is now 
easier to represent at the expense of a general inference engine, 
which is now only capable of fault diagnosis. This is a superior 
architecture however, since the process-specific model is isolated 
and is easily built and modified in this form. Figure 2 shows the 
architecture of diagnostic expert systems. 

The knowledge base consists of a vector of model equations. 
These statements are merely listed as a series of governing 
equations that describe the process. Associated with each model 
equation are tolerance limits, which give an indication of when 
the equation is no longer representative of the process. Also 
needed is an expression for determining the sensitivity of each 
model equation to various parameters. The model equations are 
written in a form such that they ideally equal zero. In actuality, 
process noise and model inaccuracies prevent them from equal- 
ing zero; the discrepancy is called the residual. The tolerance 
limits are the expected upper and lower values of the residuals 
for which the equation is considered to be satisfied. Also 
associated with each model equation is a set of assumptions 
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Figure 2. System architecture for diagnostic expert sys- 
tems. 

which if  satisfied guarantee the satisfaction of the equation. A 
simple example of the formulation of a model equation and the 
associated assumptions (possible faults) is illustrated for the 
mixing tee in Figure 3. A model equation can be written for the 
mass balance about the tee: 

el = ( P I  F , )  + ( P Z  FJ  - ( ~ 3  FJ 

The assumptions associated with this equation would be: 
1. The sensors are functioning and correct 
2. The fluids have the expected densities 
3. There are no piping leaks 

Figure 3. Mixing tee example for model equation formula- 
tion. 

Some of these assumptions are explicit in the model equation, 
such as correct sensor readings, and some are implicit, such as  
the fact that there are no piping leaks. Values for the upper and 
lower tolerances are required and the various sensitivity expres- 
sions are needed to relate each model equation to deviations of 
each assumption. The details of how the algorithm arrives a t  and 
uses these values will be described shortly. 

The method uses the fact that violation of a model equation 
indicates that a t  least one of its associated assumptions is 
invalid. By examining the direction and extent to which each 
equation is violated, and by considering the assumptions on 
which they depend, the most likely failed assumption can be 
deduced. An assumption that is common to many violated 
equations is strongly suspect, whereas satisfaction of equations 
provides evidence that associated assumptions are valid. Multi- 
ple faults are considered possible and the algorithm uses the 
sensitivity value to weight model equations as evidence. The 
formulation of the process model is very important to ensure the 
competence of the fault analyzer. Care must be taken to include 
all the applicable assumptions with the model equations so that 
the associated faults can be diagnosed. Note also that the model 
equations that can be used are dependent on the instrumentation 
of the target process; balances that require unavailable measure- 
ments cannot be used. The model equations for the FALCON 
target process are listed in Table 1; the associated assumptions 
that are considered are in Table 2. The following section 
provides the details of how the diagnostic model processor uses 
this information to diagnose faults. 

Table 1. Model Equations for FALCON Target Process* 

Ref. No. Description 

eO 
e l  
e2 
e3 
e4 

e5 
e6 
e l  
e8 

e9 
e l0  
e l  1 
e l2  

e l3  
e l4  
e l5  
e l6  

e l 7  
e l8  
e l9  
e20 

e2 1 
e22 
e23 
e24 
e25 

Overall mass balance 
Overall energy balance 
Overall gas balance 
feedl valve equation 
feed2 valve equation 

gas valve equation 
prod valve equation 
feed3 valve equation 
feedl flow control law 

Sep level control law 
feed2 flow control law 
feed3 flow control law 
Primary water controller constraint 

Secondary water controller constraint 
prod temperature error constraint 
Water inlet temp error constraint 
Dynamic energy balance on LTC (exit) 

Dynamic energy balance on LTC (inlet) 
Dynamic energy balance on LTC (overall) 
Make-up water temperature constraint 
Water inlet temperature constraint 

Circulation pump flow constraint 
Heat transfer coefficient correlation 
Conversion factor correlation 
proc3 temperature error constraint 
proe2 temperature error constraint 

*Figure 1 
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Table 2. Assumptions (Possible Faults) Considered 

Ref. No. Assumption 

a0 
a1 
a2 
a3 
a4 
a5 
a6 
a7 

a8 
a9 
a10 
a1 1 

a12 
a13 
a14 
a15 
a16 
a17 
a18 
a19 
a20 
a2 1 
a22 
a23 
a24 
a25 
a26 
a21 
a28 
a29 
a30 
a3 1 

feedl flow sensor OK 
feed2 flow sensor OK 
f e d 3  flow sensor OK 
procl flow sensor OK 
prod flow sensor OK 
Sep level sensor OK 
gas flow sensor OK 
Sep pressure sensor OK 
Absorber pressure sensor OK 
proc2 temperature sensor OK 
prod temperature sensor OK 
proc4 temperature sensor OK 
prod temperature sensor OK 
Water inlet temp sensor OK 
Water exit temp sensor OK 
Steady state 
feedl flow valve OK 
feed2 flow valve OK 
gas flow valve OK 
prod flow valve OK 
fed3 flow valve OK 
feedl flow controller OK 
feed2 flow controller OK 
Sep level controller OK 
feed3 flow controller OK 
Primary water flow controller OK 
Secondary water flow controller OK 
Complete conversion 
Water pump OK 
Circulation pump OK 
No frosting 
No fouling 

Diagnostic methodology 
The diagnostic process starts with the reading of a vector of 

process data P. All the residuals from the model equations, c. are 
then calculated. 

where u is included to indicate that the equations are also 
dependent on the vector of assumptions. The model residual, e,, 
is a measure of the deviation of the j t h  model equation from 
"normal" operation. Normal operation is characterized by the 
set of equation toleran&s, 7 ,  which mark the transition of the 
equation into the violated regime. The manner in which the 
tolerances are selected is not critical because a non-Boolean 
approach is used which allows for a gradual change in the 
classification of the residual from satisfied to violated. Also, this 
tolerance will be taken into consideration when the sensitivity of 
a model equation to an assumption is determined. 

A metric is then calculated for all model equations that 
indicates the degree to which the model equations are satisfied: 0 
for perfectly satisfied. 1 for severely violated high, and - 1 for 
severely violated low. These values constitute the satisfaction 
vector, sJ calculated using the belief function of Kramer 

(1987a). For thejth model equation, 

sf, is given a positive value for a positive residual, e,, and ;i 

negative value for a negative residual. The curve is a general 
sigmoidal function with the steepness determined by the con- 
stant n; the tolerances T do not need to be symmetric about the 
origin; see Figure 4. If the tolerances are not symmetric about 
the origin, the upper tolerance is used in the calculations for a 
positive residual e,, and the lower tolerance is used if the residual 
is negative. 

Once the sf values are calculated, a sensitivity matrix, S. is 
determined for the relationship between assumptions and model 
equations. The sensitivity for those assumptions that are explicit 
in the model equations (sensor readings) is determined as 
follows: the sensitivity of the j th  model equation to the ith 
assumption, 

laa, s,, = - ( 3 )  

I n  other words, the larger the partial derivative of an equation 
with respect to an assumption, the more sensitive that equation 
is to deviations of that assumption. Similarly, equations with 
large tolerances, T ,  are less sensitive as they are more difficult to 
violate. Many model equations are nonlinear in some assump- 
tion dependencies; these partials are estimated by linear approx- 
imations. I f  a model equation uses a time derivative to account 
for dynamics, this is approximated using a backward difference 
equation. The partial derivative is then estimated using the 
partial with respect to the rate of change of the quantity. This is 
only accurate for the duration of one sampling period after the 
start of the assumption deviation, but it serves as an approxima- 
tion. Assumptions that are implicit with respect to an equation 

1 

sf 0 

-1 
2 TI TI 0 z h  z h  

e 
Figure 4. Satisfaction value as a function of equation 

residual. 
High and low tolerance lcvels arc indicated; n - 4 
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(e.g., pump operation) are arbitrarily given a partial derivative Residuals for the secondary equations are formed by combin- 
equal to 1 unless experience suggests otherwise. Because im- 
plicit assumption sensitivities are usually dependent on the 
magnitude and type of the failure, a better estimate of the 
partial derivatives is generally not available. This is not crucial 
because the actual values of the sensitivities are not as important 
as the relative magnitudes between the model equations. If all 
equations are given equal partial derivatives for the dependent 
implicit assumption, the method may not be capable of picking 
up the failure unless a large failure magnitude is achieved. This 
may be improved if certain equations, that are known to be more 
sensitive to an implicit assumption, are given larger partial 
derivatives. Also, equations have a sensitivity of zero to assump 
tions that are independent of the equation. 

The satisfaction vector, SJ and the sensitivity matrix, S,  are 
then combined to determine the likelihood of a particular 
assumption violation. A sensitivity weighted average is used to 
allow for direct contradiction of failures in opposite directions. 
The failure likelihood F, of assumption a, is determined from the 
equation 

(4) 

where N is the total number of model equations. The sfi values of 
those equations that are most sensitive to deviations of the 
assumption a, are weighted the most heavily. Values of Fi that 
approach 1 indicate a likely condition of assumption a, failing 
high; F, values that go toward -1 indicate a failure low. 
Equation 4 does not assume that the failure possibilites are 
mutually exclusive, and therefore does not consider satisfaction 
values of equations that are independent of an assumption 
(associated sensitivities are zero). Evidence of the occurrence of 
one “fault” cannot be used as evidence that another has not 
occurred. This is important because not all assumptions are 
associated with infrequently occurring faults, as the term 
“fault” has been used here to mean any assumption deviation. 
Some sensor may fail outright while a t  the same time there exist 
slight sensor biases and fouling of heat exchanger surfaces. 
Taking this approach, all possibilities are considered without 
limiting the search to a single fault explanation of the evidence. 
This is discussed further in example 2, below, and in the section 
on fault identifiability. 

Secondary model equations 
As additional evidence, secondary equations are formed from 

the model equations previously discussed. Linear combinations 
are generated which eliminate explicit assumptions from the 
secondary equation. From a mathematical standpoint, eliminat- 
ing an assumption between two model equations does not really 
provide any new information, as a secondary equation is merely 
a linear combination of two primary equations. However, the 
use of these equations here is to examine dependent assumptions 
to diagnose faults. The secondary equation is not dependent on 
the eliminated assumption, so that should the secondary equa- 
tion be strongly violated, the evidence would suggest that one of 
the remaining dependent assumptions is a more likely failure 
candidate. 

ing the j t h  and kth primary equations, eliminating assumption 
a, 9 

Similarly, secondary tolerances are calculated 

( 5 )  

All assumptions that are dependent on the parent equations are 
dependent on the secondary equations as well, unless they are 
eliminated. The partials of the secondary equations with respect 
to the dependent assumptions, a,, 

(7) 

All the information is now available to calculate the sf and S 
values for the secondary equations. These can then be included 
in the calculation of F in Eq. 4. This additional evidence helps in 
discriminating between deviations in assumptions that appear in 
the same model equations. Useful information however can only 
be generated if the parent equations are linearly independent. 

Advantages 
The major advantage of the architecture of the diagnostic 

model processor is a true separation between the process model 
and the diagnostic procedure. This allows for easy changes to the 
process knowledge to include altered plants or improved equa- 
tions. Additionally, new processes can be handled by using the 
design equations associated with them. The nowBoolean reason- 
ing techniques also offer advantages in that they avoid stability 
problems that may result if equation residuals are bordering 
near tolerances. The choice of tolerance levels is also less 
significant and a fault can be monitored as a degradation rather 
than a Boolean event. The issues of transparency and graceful 
degradation are addressed in that the model equations, with 
their dependent assumptions, can always be traced to provide 
explanations for the conclusions reached. In the event that no 
diagnosis can be reached, the pattern of violated equations can 
provide some information that will be useful to the operators. 
Often, however, a set of possible explanations will result when a 
single, conclusive diagnosis cannot be made. 

An approach that is similar in structure to the diagnostic 
model processor is the method of governing equations (Kramer, 
1987a). This method is used to formulate a rule base that uses 
non-Boolean certainty factors to calculate a supportability of 
failure based on the mathematical theory of evidence (Shafer, 
1976). To avoid the shortcomings of a rule base, this method of 
combining certainty factors can be cast in the architecture of the 
diagnostic model processor. If the absolute value of the satisfac- 
tion value, sJ is used as the belief value of failure for each 
equation, the supportability of assumption i failing can be 
calculated as follows: 
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where L is the number of equations that depend on assumption i 
and M is the number of equations that are independent of 
assumption i. All equations are used in the calculation of each 
supportability and a no-fault supportability can be calculated by 
including all the model equation sf's in the second term of Eq 8. 
This simplified explanation (of the method of governing equa- 
tions considers only the conditions of failed and satisfied 
assumptions under reliable equation information. A more de- 
tailed approach is possible, one that gives specific consideration 
to the direction (high/low) of each assumption failure based on 
the belief value of each model equation being violated high or 
low. Also, an uncertainty factor may be included to indicate the 
reliability of the information from each equation (Kramer, 
1987a). To include this, however, the uncertainty and the 
direction in which an assumption deviation will tend to violate 
the model equations must be known beforehand; this informa- 
tion may not always be available. 

The shortcomings of this approach are that the method of 
governing equations considers all model equations in its reason- 
ing, allows for only single-cause explanations, and considers all 
equations to be equally sensitive to all fault conditions. This last 
point is equivalent to the assumption that all model equations 
that are dependent on a failed assumption will become violated 
and will do so simultaneously. In actuality, less sensitive 
equations may only fail if the fault becomes very severe, if a t  all. 
The diagnostic model processor considers only the equations 
that are dependent on the assumption when calculating its 
failure likelihood, F. This makes the diagnosis more robust to 
poorly formulated equations, reduces the effect of noise in the 
calculation, and allows for the possibility of noncompeting 
multiple faults. The sensitivity weighting used in the diagnostic 
model processor is a more accurate method of classifying the 
dependent assumptions and interpreting the evidence. By taking 
the sensitivity into consideration, there is no chance of excludig a 
fault possibility based on the satisfaction of equations that are 
insensitive to deviations of the assumption. The sensitivities are 
also automatically adjusted to changing process conditions 
(changing partial derivatives) by continually updating the S 
matrix. Also, the manner in which sensitivities and satisfaction 
values are combined to arrive at  failure likelihoods, Eq 4, allows 
for direct contradiction of a simultaneous high and low failure. 
These two faults therefore need not be considered as separate 
events. 

Examples 
During the development of the FALCON system, a dynamic 

simulation of the process was written and verified to generate 
process data under fault situations. The simulation consists of 
approximately 270 simultaneous differential equations and over 
1,000 parameters. This simulation is used to generate process 
data for the example fault conditions. 

Twenty-six model equtaions are considered in the diagnosis of 
a possible 31 assumption deviations. The tolerances on these 
equations were taken to be those used by FALCON that are 
representative of normal operation. Some of these tolerances are 
functions of production rate and are updated dynamically. A list 
of assumptions and model equation is shown in Tables 1 and 2. 

It will be clear from the examples that some type of processing 
of the information furnished by the diagnostic model processor 
may be necessary before it is presented to the process operators. 
The diagnosis provided by the algorithm can be further refined 
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by using the information with some rules to interpret the results 
for presentation. The method so far has been limited to deep 
knowledge based reasoning, and the addition of shallow informa- 
tion or other refinement techniques may be necessary to improve 
the performance and discrimination of the diagnosis. An analy- 
sis procedure that can be carried out a priori of on-line operation 
to determine the fault discrimination possible given a set of 
model equations is described later. This information will be 
useful in developing the diagnosis refinement methods necessary 
to build a successful analyzer. 

Example 1. The first example is a fault in which the feed1 flow 
valve is ramped open. Equation 2 is used to determine the 
satisfaction values sf with n set equal to 4. Selected sf values 
over time are plotted in Figure 5a and the F values for a few 
assumptions are shown in Figure 5b. The values that are not 
shown do not deviate far from zero; the only equation that 
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Figure 5. (a) Example 1: satisfaction values. (b) Example 
1: failure likelihoods from diagnostic model 
processor. (c) Example 1 : supportability based 
on method of governing equations. 
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deviates significantly is the feed1 valve curve, e3. The F values 
show the correct diagnosis of the valve failure high, al6.  As a 
comparison, the manner in which certainty factors are combined 
in the method of governing equations, Eq. 8, is used to arrive at  
the results in Figure 5c. The method here uses the same 
tolerances used by FALCON to calculate sf rather than the 
suggested 90% confidence limits (Kramer, 1987a) because they 
are not available. This figure shows that this method can also 
successfully pinpoint the fault situation. This however is a 
simple example in which only one model equation is deviating. 

Example 2. A more difficult example is now demonstrated in 
which the feed2 flow sensor is faulty and low. Selected sfvalues 
are shown in Figure 6a The equations that are deviating are a 
mass balance, eO, and the feed2 valve curve, e4. Figure 6b shows 
the F values from the diagnostic model processor. The results 
indicate high likelihood of the feed2 sensor failing low, a l ,  but 
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Figure 6. (a) Example 2: satisfaction values. (b) Example 
2: failure likelihoods from diagnostic model 
processor. (c) Example 2: supportability based 
on method of governing equations. 

also high likelihood of the feed2 valve failing low, a17. In 
addition, significant likelihood is given to the possibility of two 
other sensors failing high, a4 and a.5. Although the correct 
failure is indicated, the results are not conclusive because of 
these other failure possibilites. This occurs because the diagnos- 
tic model processor does not reduce an assumption’s likelihood 
of failure based on the expected satisfaction of model equations 
independent of that assumption. This allows for the possibility of 
noncompeting multiple faults. If the feed2 valve in this example 
were truly failing low in addition to the feed2 sensor, the same 
pattern of equation violations would result. The diagnostic 
model processor does not search for a single fault to explain all 
the evidence, thus allowing for the possibility of multiple faults. 
It is obvious, however, that some rules to refine the diagnosis are 
necessary to improve the usefulness of the analyzer. Methods 
that can be used to improve the performance are considered in 
the next section. 

For comparison, the method of governing equations, Eq. 8, is 
used to identify the fault in this second example. Figure 6c 
shows the results obtained. Once again the FALCON tolerances 
were used. Although it is clear that a fault is occurring (the 
no-fault indicator drops to zero), the method is unable to pick 
out the correct fault situation. The reason that the method fails 
is based on the sensitivity issue discussed earlier. The faulty 
sensor is a dependent assumption in many model equations and 
this method expects all of these equations to fail. The sensitivity 
of these equations to this fault is so low, however, that they do 
not. The use of this sensitivity in the weighted average method in 
the diagnostic model processor remedies this problem. 

It is clear from the second example that there are cases in 
which the diagnostic model processor has trouble discriminating 
between certain fault situations. An analysis tool to determine 
which faults will cause discrimination problems is discussed 
below. Also, the use of a single fault hypothesis may be useful to 
help refine the diagnostic results. As mentioned earlier, the 
diagnostic model processor relies only on the model equations 
that depend on an assumption to calculate its failure likelihood. 
The single fault hypothesis is based on the fact that in the event 
of a true single fault situation, no model equations should be 
violated which do not depend on or are insensitive to the 
suspected assumption, a,. Additional information may be ob- 
tained by including the expected satisfaction of equations 
independent of the assumption and equations very insensitive to 
deviations of the assumption in the failure likelihood calcula- 
tion, Eq. 4. The usefulness of such a hypothesis is a topic of 
further investigation and caution must be exercised when 
considering only single assumption deviations. Although multi- 
ple fault conditions in a chemical plant may rarely occur, the 
assumptions associated with a model equation may not be true 
faults, and therefore multiple deviations may be more likely to 
occur. An example of an assumption that is not generally 
associated with a fault is the assumption of steady state required 
by all balances that do not account for dynamics. 

Fault ldentifiability 
The ability of the diagnostic model processor to identify and 

discriminate between fault situations is completely dependent 
on the model equations that are available. An analysis technique 
has been developed which allows the model equations to be 
tested a priori of on-line operation to determine the performance 
of the diagnostic model processor. The technique is based on the 
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significances, sig, of the model equations to the diagnosis of the 
various faults, as defined by the sensitivities: 

Sij 
sig, := N 

ISijI 
j =  I 

(9 )  

Using these values, a fault situation is assumed to determine 
which other faults may be confused with the actual pattern of 
failed model equations. 

The comparison matrix 
The technique requires a typical vector of process data to 

calculate the needed sensitivities, Eq. 3 ,  and significances, Eq. 9. 
The procedure then cycles through each assumption a,, assum- 
ing that the j th  equation which is dependent on assumption a, is 
violated in proportion to the significance of the equation, sig,,. 
The rest of the possible assumptions, ak, are then considered one 
by one and a comparison value is calculated based on the pattern 
of equation violations. The comparison values are calculated 
from the equation: 

The max {sig,] term is used to scale all the assumed equation 
violations so that the most significant model equation is set to the 
most severe violation ( 1 or - 1 :). 

The comparison matrix is used to simulate a fault situation 
and determine how other faults may cause discrimination 
problems. Large results (over about 0.5) for C,, may indicate 
that the kth fault will appear as an additional possibility in the 
diagnosis of the ith fault from the diagnostic model processor. 
The analysis is approximate because changing process condi- 
tions will result in different values for the equation partial 
derivatives and thus different values for the significances. The 
analysis is designed to point out potential problems before the 
analyzer is used so that ways to handle the discrimination 
problems can be decided early. The use of this matrix is further 
discussed below. 

Examples 
The examples used previously can now be revisited to demon- 

strate the abilities of this analysis technique. A portion of the 
comparison matrix for this process is shown in Table 3 .  The 
typical data vector that was used is from the normal operation of 
the process. The matrix is organized so that the actual fault 
situation is listed down in rows, with the faults to be compared 
across in columns. In the first example, the true fault was 
successfully identified as the sole failure; see figure 5b. The 
comparison matrix predicts this behavior. The C values for all 

Table 3. Portion of Comparison Matrix 
Calculated from Eq. 10 

a4 a5 a17 

a1 -0.56 -0.97 0.99 
a16 0.01 5 0 0 

- __ 

comparisons across row a16 are very small (similar in magni- 
tude to the values shown in Table 3 ) ,  indicating that a conclusive 
diagnosis is expected. 

The second example showed that discrimination problems 
existed when the actual fault situation was the feed2 flow sensor, 
a1 Figure 6b. The comparison matrix indicates values of Cover 
0.5 in row a1 for all of the fault situations that resulted in 
significant likelihood of failure, shown in Table 3. The faults 
included the feed2 stream valve, a1 7, as well as the prodl stream 
flow sensor, a4, and the separator Sep level sensor, a5. The 
analysis successfully predicted the discrimination problems. 
Note that the signs of the Cvalues correspond to the direction of 
the inconclusive diagnoses, positive for the same direction (low 
in Figure 6b) and negative for the opposite direction (high) of 
the true failure. 

Use of the comparison matrix 
As demonstrated in the preceding section, the comparison 

matrix is a useful method of predicting the performance of the 
diagnostic model processor. The two main uses for the informa- 
tion provided by the analysis include formulating ways of 
refining the diagnosis of the analyzer and help in designing the 
needed instrumentation of processes for effective on-line fault 
diagnosis. 

This treatment has considered the use of deep knowledge 
only. The information supplied by the comparison matrix points 
out the places where potential diagnoses could be aided by 
further analysis or some shallow knowledge based rules. The use 
of these techniques may effectively solve any discrimination 
problems that exist in the system. An example of a possible 
refinement rule might be that if the diagnostic model processor 
indicates high failure likelihood of both a flow sensor and a 
control valve on the same flow stream, then the more probable 
fault is the flow sensor. Other more process-specific knowledge 
could also be included here. The advantages over strictly 
rule-based systems should still be substantial because the 
number of these rules should be comparably small. Other 
refinement techniques are also being investigated, such as the 
use of a single fault hypothesis, consideration of the relation- 
ships between assumptions, and the use of prior probabilities. 

The other potential use of this analysis technique is in the 
design of better instrumentation for effective fault diagnosis. 
The comparison matrix can be constructed based on model 
equations from different plant configurations to determine the 
optimum for diagnosing the largest number of plant failures. 
Different configurations can also be considered based on the 
importance of accurately and quickly identifying the most 
critical fault conditions. An example of improving instrumenta- 
tion for fault diagnosis follows. 

Redundant measurement example 
As discussed previously, the comparison matrix indicates that 

fault discrimination problems exist in the diagnosis of the feed2 
flow sensor. If this is a critical fault condition, instrumentation 
may be added to help properly identify this fault. The simplest 
solution is the addition of another sensor to measure this flow. 
Additional model equations that use the value of this redundant 
measurement can be included. 

Another comparison matrix is constructed which includes the 
effect of the redundant equations. A selection from this matrix is 
shown in Table 4. It is clear that a significant reduction in 
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Table 4. Portion of Comparison Matrix, Including Effects 
of a Redundant Measurement 

a4 a5 a17 

a1 -0.29 - 0.49 0.5 
_~___ 

comparison values is achieved, indicating that the fault is 
identifiable; compare with Table 3. To illustrate the improved 
discrimination, example 2 is examined using the redundant 
sensor equations. The sfvalues for selected equations are shown 
in Figure 7a. The equations that show significant deviations are 
the same as those in Figure 6a, indicating that the redundant 
model equations are satisfied as expected. The failure likeli- 
hoods are plotted in Figure 7b. The failure of the feed2 flow 
sensor is now easily identified, as predicted by the comparison 
matrix, Table 4. 

Conclusions 
The diagnostic model processor is shown to be an effective 

method of using deep knowledge in an architecture that is 
superior to compiled knowledge-based expert systems. The 
improvements discussed have included issues regarding the 
generality of the system, a characteristic which is required based 
on the changes that are continually being made to modern 
processing plants. The generality of this approach is achieved 
through the clear separation of process model and diagnostic 
methodology. The process model is kept as a set of mathematical 
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expressions that describe the process and can easily be improved 
or modified to accommodate any changes in the process. 

Another advantage includes the use of non-Boolean methods 
to improve the stability of the diagnosis. Additionally, the 
consideration of the sensitivity of model equations to assumption 
deviations is effectively used to weight the evidence to arrive at 
the most likely fault situations. The methodology is transparent 
in that the diagnosed condition can be traced through the 
violations of associated model equations. Information that is 
useful in identifying the fault can always be generated by the 
method even in the event that it cannot pinpoint a single cause of 
failure. Furthermore, the algorithm allows for multiple faults by 
not eliminating hypotheses based on model equations that are 
independent of the suspected fault. 

The examples show that the approach is capable of correctly 
diagnosing faults. They also show that the diagnosis may report 
the high likelihood of fault situations that are not occurring. The 
fault situations must therefore be considered in the light of 
possible identifiability. The results are useful in that under the 
analysis technique discussed, methods must be included to 
handle the expected discrimination problems between critical 
conditions. The deep-knowledge diagnostic model processor is 
useful in that all fault situations that would generate the 
observed evidence are presented. The problem is now one of 
narrowing the diagnosis through the use of refinement tech- 
niques to identify the true state of the process. 
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Notation 
a, = ith assumption 
c, = j th  model equation 

C,, = comparison value of kth assumption when the actual failure is the 
ith assumption, Eq. 10 

e, = residual of j th  model equation, Eq. 1 
F. = failure likelihood of ith assumption, Eq. 4 
L = number of model equations that are dependent on an assumption 

M = number of model equations that are independent of an assumption 
n = exponent controlling sigmoidal curve, Eq. 2 

N = total number of model equations 
P = vector of plant sensor data 

governing equations, Eq. 8 
q ( i )  = supportability of assumption i failing based on the method of 

S,, = sensitivity ofjth model equation to the ith assumption, Eq. 3 
sf, = satisfaction value of j th  model equation from the sigmoidal curve, 

sig,, = significance of j th  model equation to the diagnosis of the ith 
eq. 2 

assumption failure, Eq. 9 

Greek letters 
T, = tolerance of j th  model equation 
T~ = upper tolerance, if not symmetric about the origin 
T ,  = lower tolerance, if not symmetric about the origin 

Subscripts 
i = regarding ith assumption or model equation 

i j  = regarding relationship between ith assumption (model equation) 
and j th  model equation (assumption) 

jk;i = regarding secondary model equation derived by combining the 
j th  and kth model equation, eliminating the ith assumption 
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